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Introduction

The requirement for SIL in industrial control is becoming
increasingly common with a resulting increase in complexity
of scope arising from meeting SIL requirements. Implementing
SIL functionality in the same SCADA system that controls non-SIL
functions is impractical as SIL certification would expand to include
all SCADA functionality and the normal evolution of SCADA
system configuration would stymy. Alternatively, implementing
SIL rated functions in standalone systems that are separate from
the SCADA system results in inadequate operator attention
as their focus is on the SCADA system. To bridge this paradox,
Willowglen Systems has developed SILZone™, a solution that
combines the core IEC 61508 and IEC 61511 concepts and other
safety standards to provide an integrated SCADA system meeting
the safety requirements with high reliability and high availability.
For the operators, managing SIL functions using SILZone™
is fully integrated into their normal daily administrations.
From a certification perspective, SIL functionality is isolated
allowing appropriate change control and standards compliance.
SILZone™ is capable of supporting SIL elements or zones
without the associated constraints imposed/required of a formally
certified SIL rated system.
This paper will address safety system basics as relevant to SIL:
safety standards, definitions of high reliability, high availability,
and black channel communications. We will also explain the
development process of SIL software, outline how SILZone™
works and how it fits into our broader SentientQ™ system.

Pg. 3

2

Safety Systems
Basics

The equipment used to implement safety
systems are called electrical, electronic, or
programmable safety-related systems (E/E/PE).
The E/E/PE term is generic and used by the
standards development bodies to cover all the
parts of a device or system (SIS) that carry out
automated safety functions. E/E/PE covers
everything from sensors, logic solver, control
logic and communication systems, final actuators,
and the environmental/operating conditions
where the equipment is installed, including how
E/E/PE should interact with the human operator.
Today, many systems are designed to
automatically prevent dangerous failures,
warn of their potential pending failure, or control
/ limit the impact of the failures when they arise.
Such failures can arise for example from:
• random or systematic failures of hardware
or software
• human error
• environmental circumstances such as
temperature or weather
• electro-magnetic interference or mechanical
phenomena
• loss of power supply or other disturbances
• incorrect specifications of the system
• omissions in the specifications of safety
requirements (e.g., failure to put in place all
relevant safety functions in line with different
modes of operation).
Safety integrity level (SIL) is the relative level
of risk-reduction provided by a safety function.
The specified SIL provides the risk reduction
between tolerable and targeted risk as determined
by process hazard analysis or related techniques.

Figure 1 below shows how other methods are
used to achieve a required level of risk reduction
in a system or process. Risk reduction is normally
achieved using the independent Layers of
Protection Analysis (LOPA) or as it is commonly
referenced, the LOPA “onion” diagram with
each layer of protection adding its own level
of risk reduction.
SentientQTM
SentientQTM represents the evolution of
enterprise-class SCADA technology providing
control, automation and data collection from
the Edge to the distributed Control Center.
SentientQTM’s infrastructure lives inside the
OT firewall but safely integrates with the
outside world. Security is architected from
the ground up with a zero-trust architecture,
dynamically monitored threat assessment,
zoned threat response, and security scored
data. SentientQTM incorporates IIoT, Real-time
Big Data, Decision Support and Automation
with AI, Trusted Ledgers (Blockchain), SIL, and
other emerging technologies. SentientQTM
can be deployed as a full SCADA system
or to supplement existing SCADA systems.
SentientQTM is an open platform built to
integrate with solutions from other vendors
so that our clients can have the flexibility
to choose the components that best fit
their evolving needs. SentientQTM provides
value today, with the ability to evolve and
accommodate operational needs far into the
future, thus ensuring your investment for the
full lifecycle of your facilities.
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Safety Systems Basics

Figure 1: Risk Reduction Methodology
Residual Risk:
risk remaining after
protective measures
have been taken.

Tolerable Risk: risk which
is accepted in a given
context based on the
current values of society.

Total System Risk:
combined risk of the
total system without any
protective measures.

Necessary Risk Reduction

Increasing
Risk

Required SIS Risk Reduction

Risk reduction
achieved with
Safety Instrumented
System

Risk reduction achieved
with other technologies
(i.e. Basic control system,
alarms, relief systems)

Risk reduction through design
and external systems
(ie. procedures,
physical protection)

Actual Risk Reduction
Risk: combination of the probability of occurrence of harm and the severity of that harm.

For simplicity, the risk reduction functions have been grouped
into three categories, with the Safety Instrumented Systems (SIS)
as a separate category. As shown above, the role of the SIS
is to bridge the risk gap between the tolerable risk and level
of risk achieved using the other available risk reduction tools.
Because the SIS is incremental in the level of protection
it provides, a margin of contingency is provided beyond the
objective tolerable risk limit so that the final residual risk is less
than the tolerable risk.
Functional safety as defined by Safety Systems and its associated
SIL rated SIS is part of the overall safety of a system for a process
and specific pieces of equipment.
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2.1 Safety Standards
Specifying a SIL level does not guarantee a ‘safe’ system.
SIL can be and often is incorrectly used when specifying
a requirement for a SIL application. For SIL to be applied,
the entire system must be included. Individual system
components cannot be certified independently of the
whole system in which the components are being installed.
The components are designed against IEC 61508 and the
related industry or sector-specific standards built off IEC 61508.
IEC 61511 describes the process and practices associated with
the installation of a safety system.
The SIL concept for equipment and products is based on the
horizontal standard IEC 61508. The IEC 61508 series of standards
are used as the basis for a wide range of safety standards across
all industries, as illustrated in Figure 2. IEC 61508 specifies
the design requirements and associated compliance testing
done by independent third parties. The third parties verify the
reliability or, more accurately, the probability that a properly
maintained device will not perform as expected in the event
it is called upon to do so. It is this requirement to respond
as required for systems that are only used infrequently that drive
the very high reliability and availability requirements for safety
systems. Having a system built from SIL certified components
does not inherently guarantee the reliability implied by the SIL
ratings of the components. A second standard IEC 61511 and
associated ISA-84 standards series guide the design, installation,
and maintenance of how the components are combined into
a system to ensure the necessary levels of reliability, safe failure
states, and required safety function.
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2.1 Safety Standards

Figure 2: Safety Standards

ISO 13849-1
Safety of
Machinery

Group
STANDARDS
(Type B Standards)

EN 50128
Safety for
Railway

Horizontal
STANDARDS
(Type A Standards)

IEC 61784-3
Functional Safety
Fieldbusses

IEC 61508
Functional
Safety
IEC 62061
Safety of
Machinery Electrical Control
Systems

Product
STANDARDS
(Type C Standards)

IEC 61511
Safety for
Process Industry

Based on the demand rate of the safety system, the SIL standards
are classified into the following two types:
•

Low Demand Mode: The demand rate of the safety system
is less frequent than once per year. In these cases, the failure
rate is measured by the average probability of failure on
demand (PFDavg).

•

High Demand or Continuous Mode: The demand rate of the
instrumented function is more frequent than once per year.
In this case, the failure rate is measured by the average
probability of failure per hour (PFH).
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2.1 Safety Standards

The following table shows the comparison of the required levels of availability for the different
SIL Levels as per the referenced standards in Figure 2.
SIL

Probability of Dangerous Random
Failure/hour (PFH)
IEC
62061

Probability of Dangerous Failure
on demand (PFDavg )

IEC
61508

EN
50128

ISO
13849-1

IEC
61508

EN
50128

100,000 to
10,000

100,000 to
10,000

10,000 to
1,000

10,000 to
1,000

IEC
62061

4

≥ 10-9 to
< 10-8

≥ 10-9 to
< 10-8

3

≥ 10-8 to
< 10-7

≥ 10-8 to
< 10-7

≥ 10-8 to
< 10-7

≥ 10-8 to
< 10-7

E

2

≥ 10-7 to
< 10-6

≥ 10-7 to
< 10-6

≥ 10-7 to
< 10-6

≥ 10-7 to
< 10-6

D 1,000 to 100 1,000 to 100 1,000 to 100 1,000 to 100 D

1

≥ 10-6 to
< 10-5

≥ 10-6 to
< 10-5

≥ 10-6 to
< 10-5

≥ 10-6 to
< 3 × 10-6

C

≥ 3 × 10-6
to < 10-5
≥ 10-5 to
< 10-4

10,000 to
1,000

ISO
13849-1

10,000 to
1,000

E

100 to
33

C

B

33 to 10

B

A

10 to 1

A

100 to
10

100 to
10

100 to
10

The most severe SIL rating is SIL 4 while SIL 3 is the level at which all the safety buses and Real Time
Operating Systems (RTOS) are certified. Since ISO 13849-1 level E is equivalent to SIL 3, SIL 3 with
availability ≥ 10-8 PFH will meet the requirements for installations in all but the most restrictive
situations. There is no standards approved SIL 4 approved non-proprietary communication channel.
SIL 4 projects need to be run locally. Remote oversight for monitoring can then be done over a SIL 3
compliant channel.
To meet the requirements of being a SIL rated device, the hardware including its embedded software
must be approved for use in the appropriate SIL level.
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2.2 High Reliability
Reliability is “The probability that an item will perform a required
function, under stated conditions, for a stated period of time.”
or “The probability that an item will work for a stated period
of time.” Because SIL systems are required to work when called
upon to do so, one of their requirements is high reliability.
Therefore, reliability accounts for the time that it will take
the component, part or system to fail while it is operating.
Reliability does not reflect how long it will take to get the
unit under repair back into working condition.

2.3 High Availability
Availability can be defined as “The proportion of time for which
the equipment is able to perform its function” or “The percentage
of time that an asset is operating, compared to its total scheduled
operation time.”
Availability is a function of reliability, but it is also a function of
maintainability and therefore the design of the system, including
for example redundancy.
Availability is not the same as PFD, which is the unavailability
(1 - availability) of the safety function when required. One of the
most common reasons a device is unavailable is because it is being
repaired - assuming you know that it is not working. In order to be
able to repair something it must be known that it is not working
which is why SIS proof test intervals are required so that the period
or amount of time of an undetected unsafe (dangerous) failure is
within acceptable limits as determined during the SIL calculations.
The SIS proof test is analogous to annually testing your home
smoke detector where you are assuring yourself that it is available
to work when required.
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Generally, availability and reliability go hand in hand with
an increase in reliability usually translating to an increase
in availability. It is important to remember that both availability
and reliability can produce different results. Sometimes,
you might have a highly available machine that is not reliable
or vice versa.
Adding more devices does not necessarily translate into
increased reliability. More devices can lead to more possible
equipment failures. Redundancy works on the principle that
the probability of both devices failing at the same time reduces
the likelihood of the provided function not being available
when it is needed. This is the reason redundancy is often used
as a means to improve availability.
For example, a piece of equipment is operating close to its
maximum capacity. The equipment operates all day, implying
a high availability, but it needs to stop every 30-45 minutes for
a few minutes to resolve operational problems (for example
jamming or overheating). Consequently, despite its high
availability, this equipment is not highly reliable.
SCADA systems continuously monitor the health of their networks
and connections which contributes to their high availability
by making awareness of the status of the system available to
the responsible individuals.
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2.4 Safety System
Design Process
To ensure that the safety system is implemented
to be compliant with the standards, it is up to the
system owner to ensure that procedures have
been followed properly, the proof testing is
conducted correctly, and suitable documentation
of the design, process, and procedures
exists. These requirements also mean that to
successfully obtain the desired risk reduction
level, the equipment or system must be used in
the manner in which it was intended. Specifying,
purchasing, and installing SIL 2 or SIL 3 suitable
components as per Original Equipment
Manufacturer instructions can demonstrate that
the elements will react as expected when called
upon to do so. The integration of the different

elements into a system based on the overall
end-to-end, input-controller-output requirements
form the basis for the safety system design, which
follow the IEC 61511 and ISA-84 standards.

SIL Software Development
and Configuration

the relevant internal and external stakeholders /
independent reviewers.

A software SIL deliverable must follow the steps
outlined in Figure 3 below, where the orange
boxes (i.e., those not labeled D-n or T-n)
represent elements that are the responsibility
of the system owner. Before any actual software
development is performed, all requirements,
plans, specifications, and training must
be established prior to starting the actual
development in box D-1. This preparation also
includes the overhead to review and sign off
the plans and specifications by all stakeholders
(supplier, customer, auditor, consultant, etc.).
Once the software has been produced, there
are reports against all of the plans that also
need to be reviewed and signed-off by all of

For the purposes of the work process based
on shown in Figure 3, system configuration
follows the similar four-step design and testing/
validation process as software development. The
difference between configuration and software
development is that if the software development
affects the core functionality of the SIL rated
device (i.e., firmware), the device will then need
to go through the third party type certification
process again.

Safety systems are designed so that in the event
of failure, they fail to a safe state. Safety systems
need to be designed and installed so that they
do not go to the safe state unless deliberately
called on to do so based on their programming/
configuration. The criterion for the design is
based on the PHA and related risk evaluation/
reduction methods as per part of the SIL design
process described above.

System Configuration:
arrangement of function blocks and code to
actuate the output on the basis of the status
of one or more inputs.
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2.4 Safety System Design Process

Figure 3: Safety Software Design Process
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2.4 Safety System Design Process

After the safety system has been deployed to the customer
and installed (and installation signoffs have occurred),
any change to the software re-starts the Figure 3 process with
the nature of the change dictating which plans, requirements
and/or specifications also need to change. Along with these
changes are the documentation changes (including appropriate
signoffs) that also need to happen. Once the documentation
has been signed-off, the code is changed and re-tested
(and new test reports are re-issued, reviewed and signed-off
by all stakeholders).
Because not all elements of a safety system can reside in the
same physical location or be contained in/ connected to a single
controller or IO chassis, a standardized method for connecting
such systems together is required. To isolate the safety system
from the network and thus avoid needing to design every
intermediate component and node to the required SIL level,
a standardized communication method IEC 61784-3 has been
developed. This standardized communication method is based
on the concept of the black channel. The method is known as
a black channel because the safety messages transmitted across
the network do so as if they are blindfolded inside a tunnel without
any lights and are unaware or unaffected by their surroundings
while in transit.
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2.5 Black Channel
Communications
The black channel concept connects distributed
control and input/output (I/O) nodes in safety
systems to each other, typically over one of the
approved SIL-3 compliant safety-buses.
The safety fieldbus standards are defined by IEC
61784-3 for industrial automation.
The IEC 61784-3 is applied across many
industries, the rail sector where the IEC 61375
series relate to Electronic railway equipment
- Train communication network (TCN)
communications between systems.
IEC 61375 uses the CAN protocol (EN 50325)

as the backhaul within the rolling stock itself,
while EN 50325-5 is the CANopen safety
implementation for the rail sector.
The black channel concept is implemented in
the application layer of the OSI model which
makes it independent of how (fiber, cable,
wireless) the messages are transmitted between
any of the nodes on the network. Figure 4
shows how the black channel creates a logical
connection between two safety nodes, in this
case, a controller and drive.

Figure 4: Black Channel Messaging
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2.5 Black Channel Communications

The following table from IEC 61783-3:2021 (Table 1 page 29) shows what checks are performed
as part of the Safety Application Layer and how they are applied to achieve the required SIL 3 level
of reliability for every black channel message.

Communication
Errors

Safety Measures

Sequence
Number

Corruption

Time
Stamp

Time
Expectation

Connection
Authentication

Feedback
Message

Data
Integrity
Insurance

Redundancy
with cross
checking

Different
data
integrity
assurance
systems

Serial
communications

Unintended
Repetition
Incorrect
Sequence
Loss
Unacceptable Delay
Insertion

Masquerade

Addressing

The IEC 61783 standard has significantly more detail and associated probability calculations
on the implementation process for the above, however, all the safety bus protocols rely
on this work and are certified against these concepts by independent third-party auditors.
Now that we have an understanding of the principles on which safety systems are developed,
it is time to explain how Willowglen applies these concepts to create the SILZone™.
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How SILZone™
Works
The SILZone™ concept is built upon internationally accepted
standards including the principles described above to achieve
SIL compliance for those portions of the overall SCADA system
requiring certification that they are SIL compliant. The balance
of the system, though also highly reliable, does not need the
same level of scrutiny and associated third party verification
as a SIL system.
At its most basic, SILZone™ uses the proven ‘black channel’
concept for one of the approved fieldbus protocols for the
connection between the safety controller at the edge of the
control system to the central control room and its associated
databases, HMI, and overall management of the system as a
whole. The ‘black channel’ is effectively defined by the safety
devices at either end of the messages.
As shown in Figure 4, the black channel safety related messages
are encapsulated in the individual safety protocol packets.
The network treats and transits the safety packets simply as
another message. Consequently, the safety packets can reside
on the same network as the “standard” messages used by the
balance of the SCADA system.
Thus, the SILZone™ and its packages are analogous to creating
a VLAN in any network environment, but in this case with the
integrity required by the project’s SIL rating (up to SIL 3).
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Figure 5 shows how the SILZone™ fits within a broader SCADA system and SentientQ™ to integrate
and securely communicate with a wide range of subsystems as an overall integrating supervisory
control platform. SILZone™ applies to only the portion of the overall SCADA system needing SIL
compliant communications. The SILZone connects all the nodes identified during the design process
that require safety functions. The actual safety controls will continue to be implemented in the
individual safety controllers and other SIL certified computing platform(s) shown inside the SILZone™.

Figure 5: SILZone Network Diagram
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The key SILZone™ components and their contribution to the concept follow.

SIL Server

The SILServer in the central control room is one boundary of the
SILZone™ while the other edge is at the final safety sensors and
actuators themselves. It is the responsibility of the SILServer to be
the ‘intelligent buffer’ between the SILZone™ and the balance of
the SCADA system including the operator HMI.
The SILServer does this by providing reliable delivery of messages
between the SCADA system and SentientQ™ and the SILZone™,
while also ensuring the integrity of the safe (SILZone™) black
channel communications.
The safety (black) channel’s checks and balances inform the
controllers of any failures in communication between the central
control platform and the SILServer.
The SILServer can implement a subset of the IEC 61783-3:2021
Table 1 measures between the SentientQ™ server and itself.
This ensures the integrity of the internal communications beyond
the internal high reliability SentientQ™ backhaul
communications channel.
SentientQ™ is based on state of the art cybersecurity Zero Trust
principles. SentientQ’s™ cybersecurity model manages network
traffic between approved nodes/users, so only commands from an
individual or device with the appropriate authentication and profile
can access the SILServer and from there the SILZone™ itself.
The SILServer builds on Zero Trust and is configured to also work
similar to a firewall, preventing unsafe commands such as memory
writes, set point changes, and other commands that could impact
the overall system integrity from entering the SILZone™. Valid
commands, or more typically acknowledgement of commands,
such as a change in state, integrity check acknowledgments,
and similar messages initiated from within the SILZone™ will be
flagged to have the associated response passed to SentientQ™.
Messages without the appropriate flag, or SILbit, will not be able
to enter the SILZone™.
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SILbits are added as an attribute to every SentientQ™
message to identify safety messages within the larger
SentientQ™ environment. The SILbit is an extension of
SentienQ’s™ Data Quality algorithms with the bit set to
1 if it is a safety message to be ‘trusted’ and 0 otherwise.
SILbit trusted messages incorporate the Data Quality score
so poor quality or compromised messages are rejected by
a firewall. Messages without the minimum attribute scores
for Data Quality or SILbit will not be transmitted to the
SILZone™. The integrity of all SILZone™ communications
is further maintained by these message checks.

SIL Computer

Though much of the safety related logic will be within
the local safety controller devices, there will be instances
when additional computations may be required that need
a SIL compliant device capable of independent computations.
In addition to the hardware requirements, the SIL Computer
and its code run in an approved Real Time Operating System
(RTOS). Preferably, the RTOS will have an approved hypervisor
so the same platform can run both safety and ‘conventional’
kernels with appropriate safeguards for the transfer of
information between the different kernels.
The SIL Computer will have approved software development
tools including a certified language Library and an associated
“Type certification.” A type certificate is provided by the certifying
agency for a product. The type certificates are often based on
supplemental industry standards like those shown in Figure 2.
When the certificate is not for a specific industry, it is approved
as a “Safety element out of context” which would be the case
for the SIL Computer.
Any code or configuration developed for the SIL Computer
will need to follow the Figure 3 Safety Design process with
independent third-party review and validation.
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Safety Controller

The safety controllers will typically be third party devices with
the appropriate SIL certifications preferred by the End User,
with the associated systems designed, configured, and installed
as per the IEC 61511 and related standards. This equipment and
associated tools are available from a wide range of suppliers with
the selection of supplier based on end user experience
and preference.

Black Channel

SILZone™ implementation requires that the selected system
components support a black channel communication protocol.
Fortunately, black channel communication support is normally
part of safety controllers and computers. New projects can specify
black channel support as part of the purchase specification.
Alternate methods to add this capability such as through the
installation of a dedicated communications card to legacy systems
can be used for retrofit or upgrade projects.
The most commonly used safety protocols are CIPSafety (ODVA’s
Ethernet/IP), PROFISafe (ProfiNET), and FSoE (Functional Safety
over EtherCAT), and therefore offer the greatest choice in available
systems and components. These three popular protocols are part
of the SILServer’s “safe side” standard interface shown as the
dashed line networks in Figure 5’s SILZoneTM. Additional protocols
are also supported as required.
The SILZone™ network itself, though a black channel, will be
designed as is normal for all control systems and SentientQ™
projects. The SILZone™ network will use good design practices
for high reliability incorporating techniques such as multiple,
or as a minimum, redundant network routes through the SILZone™
to the SILServer.
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HMI

Though not within the SILZone™ directly, interaction with humans,
and particularly the operators, is also required. The SCADA HMI
fulfills that role.
Safety system hardware has a unique colour to differentiate it from
non-SIL components. SentientQ™ also has unique identifiers:
faceplates, and a subset of the IEC 61783-3 Table 1 checks and
balances in place to make anyone interacting with the SILZone™
aware that they are doing so.
SentientQ™ includes custom composite safety command
faceplate(s) as part of the HMI. An example of one such faceplate
is one to “double verify” any commands sent from the HMI
to the safety controllers, within a time constraint. The faceplate
with associated underlying logic requires confirmation of the
command being received by the safety controller and then a
second acknowledgement by the operator within a predefined
(user configurable) time period before it is executed. This ensures
that the failsafe controllers continue to be the primary systems
protecting those assets to which they are applied and that any
commands issued to the SILZone™ are intentional.
SCADA reliability and availability are important considerations
in the design and operation of all elements of the control system.
SILZone™ takes these considerations to another level to conform
with the stringent safety standard requirements. Though as
illustrated, safety implementations are more complicated.
In the same way a VLAN is part of a modern computer network,
the SILZone™ concepts and tools to implement the above are
an integral part of Willowglen’s SentientQ™ platform.

Pg. 21

4

Conclusion

Willowglen Systems has engineered a way to
implement SIL compatible SCADA without
the traditional hefty price tag and headaches
associated with formal SIL certifications.
SILZone™ allows a project to achieve SIL
compliance for portions of the overall SCADA
system requiring certification to be SIL compliant.
Willowglen’s SILZone™ concept is unique to
the SCADA market while being fully compliant
with and based on international safety standards
providing the following functionality:

Contact Willowglen Systems to discuss
how SILZone™ and SentientQ™ can
improve the functionality and reliability
of your SCADA system.

SIL 2+ — SILZone™ enables equivalent to SIL3
safety communications and control in a SCADA
environment.
SCADA+ — SILZone™ is integrated into
the broader SentientQ™ or SCADACOM™
with minimal change from traditional SCADA
implementations.
Standards based — SILZone™ is based on the
implementation of widely accepted international
standards and procedures.

Email:
Tel:
Website:

sales@willowglensystems.com
+1-780-465-1530
willowglensystems.com

About Willowglen Systems
Willowglen Systems has been providing
innovative automation solutions for distributed,
mission-critical operations for fifty years. With
a reputation for developing reliable and costeffective solutions, Willowglen constantly raises
the bar on safety, flexibility, and efficiency.
Willowglen develops software and hardware

solutions based on leading-edge research
and industry best practices. Known for its
enterprise-level integrated control and
communication systems (ICCS), Willowglen is
disrupting the automation industry with new
innovative platforms and approaches.
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Abbreviations and Acronyms
CCTV
E/E/PE
EN
FSoE
GPS
HMI
IEC
IED
ISO
IT
LOPA
MMS
ODVA

Close Circuit Television
Electrical, Electronic or
Programmable Safety-related
Systems
European Norm
Functional Safety over EtherCAT
Global Positioning System
Human Machine Interface
International Electrotechnical
Commission
Intelligent Electronic Device
International Organization
for Standardization
Information Technology
(business networks)
Layers of Protection Analysis
Multimedia Messaging Service
(formerly) Open DeviceNet Vendors
Association (now is just letter without
direct meaning)

OSI
PFDavg
PFH
PSTN
PTZ
RTOS
RTU
SIL
SIS
SCADA
VLAN

Open System Interconnect
(average) Probability of Failure
on Demand
Probability of Dangerous Random
Failure/hour
Public Switched Telephone Network
Pan Tilt Zoom (camera)
Real Time Operating System
Remote Terminal Unit
Safety Integrity Level
Safety Instrumented System
Supervisory Control And Data
Acquisition
Virtual Local Area Network
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– Train communication network (TCN)
– Part 1: General architecture
https://webstore.iec.ch/publication/5397

•

IEC 61508 Functional safety of electrical/electronic/programmable
electronic safety-related systems
– Parts 1 to 7
https://webstore.iec.ch/publication/22273

•

IEC 61511-1:2016+AMD1:2017 CSV Functional safety
– Safety instrumented systems for the process industry sector
– Part 1: Framework, definitions, system, hardware and
application programming requirements
https://webstore.iec.ch/publication/61289

•

IEC 61784-3:2021 Industrial communication networks
– Profiles – Part 3: Functional safety fieldbuses
– General rules and profile definitions
https://webstore.iec.ch/publication/62095

•

IEC 62061:2021 Safety of machinery
– Functional safety of safety-related control systems
https://webstore.iec.ch/publication/59927

•

ISO 13849-1:2015 Safety of machinery
– Safety-related parts of control systems
– Part 1: General principles for design
https://www.iso.org/standard/69883.html
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